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Introduction
Today telecommunication, computer science, electronic media, that is the
increasingly wide-scale use of information technology have become one of the primary
factors of social development. They saturate all strata of society and their interrelations thus
assisting the provision of information necessary for successful operation and dynamic
development. The use of modern means of information provision in preparing and
implementing decisions is inevitable both in civil and military fields of activities.
Similarly to civil life, computers and computer networks are widely used in military
activities as well in many different ways therefore it is very important to focus on the security
of such devices and systems. This is how cyber security entered military and nowadays the
phenomenon of cyber warfare is comprehensively discussed.
In accordance with the facts mentioned above the main aim of this learning material is
to provide the students with basic knowledge on cyber security.
In the present material, the fundaments of cyber security are introduced along with
the fundaments of information society, its information infrastructure, cyber-attacks, and the
complex information security. National and international cyber security organisations are also
introduced. International cyber security standards are given special focus. Finally, an insight
in the most crucial cyber security tools is provided.
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Disclaimer on dissemination of the International Semester content
The entire set of materials necessary to run international semester by any EU and NATO
member country military institution responsible for education of junior officers, will be stored
on the servers of the Military University of Land Forces, Wroclaw, Poland.
Due to the content of the developed e-books and e-learning material, it will be only available
for the institutions in the EU responsible for officers’ education. Developed e-books material
consist of specialized instructions and knowledge not intended for disclosure to open public.
Although it is not considered classified material, the courses of the International Semester are
strictly dedicated to the specific audience planned to become military leaders of the armed
forces of the EU and NATO member countries. Due to the nature of their specialized training,
the Program of International Semester addresses some of sensitive parts of their entire military
training and officership education. Therefore, disclosure of the entire content to the unspecified
individuals or entities might affect the effectiveness of law enforcement and/or military forces
of the EU and NATO member states.
All International Semester course/module descriptions are already published and available on
MULF’s website https://www.awl.edu.pl/sp-outcomes/program-of-international-semestr
and EMILYO website www.emilyo.eu
All interested institutions are to contact the General Tadeusz Kościuszko Military University
of Land Forces (MULF) to receive login and password to the hosting server.
After the clearance procedures, MULF generates the login and password to access the package
with the content of the developed International Semester materials.
All institutions responsible for education of junior officers, and interested in using the whole
or part of the developed international semester program, including supporting materials, i.e.
e-books, e-learning content, and more, are welcome to contact MULF anna.zamiarziolkowska@awl.edu.pl or marcin.bielewicz@awl.edu.pl by sending the request form.

